
 

 
Insurance seen as key to cybersecurity standards 
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When it comes to securing America’s companies against cyberthreats, there is one place 
lawmakers, the executive branch and the private sector itself are all looking: insurers. 

While not traditionally thought of at the forefront of IT security, cybersecurity watchers 
from many different industries increasingly see the insurance industry as a key player in 
the development and adoption of good cybersecurity practices in the private sector. 
Insurers are uniquely positioned to both motivate businesses to put certain strategies in 
place and then to monitor their effectiveness across many different companies. 

The concept is relatively straightforward: Businesses want to be insured against risks, 
including in cyberspace, and insurers want to improve security at the firms they insure, 
minimizing their risk. Just as insurers can spur or require companies to install sprinkler 
systems to get fire insurance, the thinking goes, so too can companies selling cyber 
insurance policies spur their customers to improve their security and help the market 
develop a set of standards and practices that will improve security overall. 

But even as government and businesses look to it to take the lead, the ability of insurance 
to keep up with the ever-changing nature of cyberthreats has its limitations, including a 
short history of data on which to base policies and potential losses that are more 
complicated to assess than fire damage. 

While the cost of a data breach is known — almost $6 million in 2014, according to the 
latest Ponemon report — there are cyberrisks that are much more difficult to estimate, 
like trade secret theft or the cascading effects of critical infrastructure damage. 

Still, the demand for insurers to play such a role isn’t just coming from potential 
customers. The administration sees a role for insurance as a way to incentivize adoption 
of the NIST voluntary cybersecurity framework. 

“There could be some market drivers behind that [adoption of the framework], 
particularly if certain markets like the insurance market … take off,” said White House 
Cybersecurity Coordinator Michael Daniel. “We think [that] would be the right way for 
that to develop, to have the market itself drive [it].” 

The administration has been actively courting insurers on the subject. 



The Department of Homeland Security has held three roundtables and workshops with 
stakeholders to discuss the role insurers can play in raising cybersecurity standards, 
especially in those vital national industries — critical infrastructure — the department is 
tasked with protecting. 

“At the end of the day, DHS and [the National Protection and Programs Directorate] 
certainly is in the risk-management business,” said Tom Finan, DHS’s senior 
cybersecurity strategist and counsel. 

Insurers, because they have access to data from many different companies, are also in a 
unique position to improve future versions of the framework, officials say, as the industry 
reports back on what it sees — what’s working and what isn’t. 

“Some risk can’t just be completely mitigated, and that’s where risk transfer through 
insurance can come into play,” Finan said. “Our goal was if we could help identify 
market-based incentives to encourage companies to make more informed decisions about 
cybersecurity … If insurance companies monitor the risk experiences of companies and 
they see those companies that are having better cyber loss experience are using the 
framework or better than those not using the framework, that will be immediately 
helpful.” 

In 2011, the SEC included relevant insurance coverage in guidance for companies as one 
of the five areas businesses may describe in disclosing their cybersecurity risk factors. 
The move was seen by the industry as one of the key turning points in the widespread 
adoption of cyber insurance. 

“The insurance industry was quite pleased when one of the elements was a 
description of relevant insurance coverage. At no other time has five words by the 
SEC had such an impact on the insurance industry,” said Ty Sagalow, president of 
Innovation Insurance Group, who was the COO of the AIG division that developed 
on of the first cyber insurance products. 

Experts estimate 40 to 50 companies currently offer some sort of cybersecurity insurance 
product in a small but growing sector of the industry. 

A recent survey by Ponemon Institute found that about a third of the companies they 
surveyed had purchased cyber insurance, and its research suggests the insurance is 
working. 

“While it has been suggested that having insurance encourages companies to slack off on 
security, our research suggests the opposite. Those companies with good security 
practices are more likely to purchase insurance.” Ponemon wrote in the 2014 Cost of 
Data Breach Study. 



The first policies began to develop more than a decade ago, when insurance companies 
started to exclude certain cyber-related risks from general liability plans and then began 
developing products specifically tailored to them. 

The products available, however, are still far from uniform. Some include data breach 
response packages or consulting. What the insurance covers also varies. Insurance giant 
AIG just last month expanded its cyber insurance offerings to include bodily harm and 
property damage, one of the first industry recognitions that the harms of cyberattacks can 
go beyond the digital into real, physical injury. 

Where the market is seen as fairly advanced is in covering data breaches — loss of third-
party information, like customers’ credit card numbers. However, the ability of insurance 
to cover first-party losses such as intellectual property theft from cyber espionage, for 
example, is a lot less clear. Insurance watchers are also particularly concerned with how 
the industry will deal with critical infrastructure protection, which has gotten less media 
attention than high-profile data breaches at major retailers. 

Part of the problem is that the actuarial data simply doesn’t exist for insurance companies 
to have a standardized product. 

“We don’t have a long-standing history of loss data to base the actuarial analysis on,” 
said Catherine Mulligan, senior vice president and underwriting manager at Zurich 
North America. “So we’re waiting to see how some of the liabilities emerge from some 
of these losses. Lawsuits are still pending, new theories of liability are being asserted.” 

But the hope is that as insurance companies catch up, they won’t just be helping improve 
a product: They’ll be improving overall security. 

“Insurance companies can take experiences from other companies and apply them across 
the board,” said Mark Rasch, chief privacy officer at SAIC. “There’s no good kind of 
effective way of sharing data across enterprises. Insurance companies can do that.” 

Rasch said that more companies should look to their insurers for guidance on reducing 
risk, not just covering it, and it’s an important role the industry can play. 

Experts in government as well as the private sector say that the insurance market may be 
better suited than government to adapt to the ever-changing threats in cyberspace as well 
as predict them. 

“The bad guys are smart,” said Sagalow, the AIG cyber insurance pioneer. 
“Imagine an intelligent hurricane that can go around the world in seconds and can 
change based upon the vulnerabilities of the house. It’s a very, very scary thought.” 

But the industry has every incentive to stay one step ahead. 



“Every new cyber vulnerability that’s created, whether it’s a data breach or industrial 
espionage, this creates a hole in the general insurance companies or cyber product and 
what insurance companies are doing right now, they’re putting a lot of research and a lot 
of time into discovering what the next cyber crisis is going to be so they can create a 
specialized product to fill that gap,” Atlantic Council’s Jason Thelen said. “The reality is 
that private sectors are the ones that have the agility and subject-matter expertise and 
work and operate and maintain the Internet every day. The ones operating the Internet 
can actually bend the Internet and make it work, and it’s the private sector not the 
government that needs to make this happen.” 

	  


