The Cyber Premium

Companies that deal in sensitive information are beginning
to insure against security breaches. By Adam Mazmanian

ast week, LinkedIn executives

learned that more than 6.4 million

passwords had been pilfered from

their social network. It was obvi-

ously a threat to their business,
and not only in the potential loss of trust by
users. It could also result in the takeover of
user accounts, the release of user information,
and the disruption of LinkedIn’s advertising
business. Which is why one of LinkedIn’s first
calls after the breach probably went to an in-
surance company.

Cyberinsurance is a new and growing
field designed to give corporations a cush-
ion against the blow from data theft (and any
class-action lawsuit that might result), loss of
intellectual property, and even denial-of-ser-
vice attacks. And companies are snapping it
up: The market commands $1 billion in annu-
al premiums, according to an estimate of the
upcoming Betterley Report market survey—a
25 percent increase from last year. These poli-
cies aim to protect against losses associated
with hacks, including civil liabilities and the
costs of regulatory compliance. After all, the
cyberuniverse is unpredictable, and execu-
tives there, like everywhere else, would rather
not leave anything to chance.

Even when a data breach results in no mea-
surable harm to users or to the company, as
appears to be the case with LinkedIn’s, there
are still potential liabilities. (The company
did not respond to requests for comment.)
First, there’s the expense of notifying hacked
customers in accordance with the patchwork
of standards in the 46 states that have data-
privacy laws. There’s also the probability of
private lawsuits. The sheer amount of person-
al information online—health records, cred-
it-card information, Social Security numbers,
and the like—is astounding. So far, plaintiffs’
attorneys have found little traction in build-
ing class-action lawsuits around data-privacy
intrusions, because for now the rewards are
too small. But that could change. Even so,
legal settlements (for coupons, free service,
and other compensation) already represent
the largest single cyberinsurance payouts, ac-
cording to an analysis by cyber-risk-manage-
ment firm NetDiligence.

To standardize the way businesses han-
dle their online responsibilities, the Secu-
rities and Exchange Commission in 2010
issued “guidance”—an unenforceable sug-
gestion that most executives will neverthe-
less feel compelled to follow—for the dis-
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Cyber Spike

Businesses are increasingly insuring against losses
from data theft and other cyberattacks.
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closure of cyberattacks that cause monetary
damages. (The LinkedIn theft might not
qualify, but VeriSign, which manages .com
and .net domains and provides back-end ser-
vices for federal .gov domains, reported a
series of breaches in a quarterly report filed
after the SEC guidance went into effect.)
When executives detail their risk profile to
investors, the SEC said, they should include
a “description of relevant insurance cover-
age.” According to Ty Sagalow, a former AIG
executive who helped develop cyberinsur-
ance in the early 2000s, the guidance helped
drive the explosion of cyberinsurance and
pushed cybersecurity out of IT departments
and into boardrooms.

Even so, it’s hard to quantify the industry’s
collective exposure because cyberinsurance
isarelatively new market. There’s no standard
list of damages that insurers cover, and the
sector doesn’t lend itself to the sort of actuar-
ial forecasting that applies to life, automotive,
and health insurance. “You can’t tell what the
attack next year will be from the trend lines
from the previous years, because every two or

“You can’t tell

what the attack
next year will be.”
Scott Borg, U.S. Cyber Consequences Unit

three years you have a different kind of attack
with a different motive going after different
targets,” says Scott Borg, director and chief
economist at the research group U.S. Cyber
Consequences Unit. “If you’re extrapolating
from past events, you'll get it wrong.”

In terms of data breaches, the industry has
experienced few disaster-level events. In re-
cent years, firms as disparate as electronics
producer Sony, retail group TJX, and credit-
card processor CardSystems Solutions have
seen breaches involving tens of millions of
customer records. These incursions have in-
duced more companies to sign up for cyberin-
surance, but, even so, it’s not clear if the indus-
try is ready for a catastrophic event because
nobody knows what one would look like. “The
insurance industry as a whole doesn’t have a
very good handle right now on the scope of
the risk that they’re underwriting,” says law-
yer Rene Siemens, a partner in Pillsbury’s In-
surance Recovery and Advisory Practice.

It’s possible that a truly catastrophic
event—say, a hack with physical as well as vir-
tual consequences, like one that knocks out
an oil refinery—could overwhelm underwrit-
ers. Sagalow thinks the answer to a ruinous
cataclysm might be an industry-wide non-
profit that can purchase reinsurance from
the federal government. Eventually, the mar-
ket will create incentives for certain security
measures, Borg predicts.

The cyberinsurance market isn’t quite
there in terms of guaranteeing best practices
among insured companies, says Tracy Vespo-
li, who heads the global cyberpractice at the
Chubb Group of Insurance Companies. She
prefers a “federal approach” that helps insur-
ers provide consistency across industries and
jurisdictions. Without one, she suggests a pre-
ventive strategy for insurers trying to figure
out how much a policy should cost. “What’s
more actuarially important for us,” she says,
“is identifying which insured are better pre-
pared to mitigate the impact of a wide variety
of unknown events.”

But with cybersecurity and data-protec-
tion bills stalled in the Senate, private in-
surance is all that’s available for businesses
trying to prepare for the consequences of at-
tacks. Whether this fast-growing market is
equipped to handle the fallout from a cata-
strophic event may be beside the point. As
Borg notes, “The benefit to society here is dif-
ferent than the benefit to insurance compa-
nies or to customers of cyberinsurance.” B
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