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War Exclusion Doesn't Bar Merck's $1.4B Cyber Loss
By Daphne Zhang

Law360 (January 14, 2022, 8:38 PM EST) -- Property policies' war exclusions do not apply to
cyberattacks, a New Jersey state court ruled, siding with pharma giant Merck Inc.'s stance that its
insurers cannot assert the exclusion to avoid coverage of its more than $1.4 billion losses from a
2017 cyberattack.

 

Merck alleges that 15 carriers breached insurance contracts by refusing to cover the pharmaceutical
company's losses from a June 2017 malware attack under its $1.75 billion property policies. (AP Photo/Seth
Wenig)

State Superior Court Judge Thomas J. Walsh granted Merck's bid for partial summary judgment,
finding the war exclusion precludes only a physical act of warfare instead of a malware hack. The
ruling was issued from the bench in December, and a written version was made public Thursday.

According to the pharmaceutical giant's suit, the war exclusion bars any "hostile or warlike action"
from any nation-state or their agency. Insurance carriers cannot stretch old insurance language to
deny coverage for modern-day cyber threats when the policy did not address such risks, Judge Walsh
said.

"Merck had every right to anticipate that the exclusion applied only to traditional forms of warfare"
because its insurers failed to change their policy language to catch up with today's cyber risks, the
judge said.

The carriers kept their policy language intact for many years, and it is self-evident that both the
carriers and policyholders are aware that cyberattacks have become more common, Judge Walsh
said.

In August 2018, Merck dragged 15 insurers, including Chubb, AIG, Zurich and Liberty Mutual, and
eight reinsurers, including Hannover Re, Munich Re and Generali, to court in Union County, New
Jersey. The pharmaceutical company alleged the carriers breached insurance contracts by refusing to
cover its losses from a June 2017 malware attack under its $1.75 billion property policies.

According to the suit, the malware infection spread to 40,000 Merck computers, caused more than
$1.4 billion in losses and hurt Merck's revenues. Merck and its insurers had disputed whether the
cyberattack could be attributed to a foreign government and thereby subject to the war exclusion.

The insurance companies had argued that the malware hack was initiated by an instrument of the
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Russian government against Ukraine, while Merck had said the attack was not an act of war from a
nation-state but a mere form of ransomware covered by the policy.

The June 27, 2017, cyberattack, also known as NotPetya, wreaked havoc on the health care system
and global companies' networks and disrupted law firms' operations. The U.S. and U.K. governments
have accused Russia of helping steer the attack, an accusation the Kremlin called "groundless."

In the Merck order, Judge Walsh agreed with the pharmaceutical giant that a "hostile or warlike
action" is a traditional war involving "hostilities between armed forces of two or more nations or
states."

"No court has applied a war (or hostile acts) exclusion to anything remotely close to [a malware
attack]," he said. In order for such an exclusion to apply, carriers must show that their interpretation
is the only reasonable one, but Merck's insurers failed to do so, the judge added.

"Insurers did nothing to change the language of the exemption to reasonably put the insured on
notice that it intended to exclude cyberattacks," the judge emphasized. "Certainly they had the ability
to do so."

The decision has already made waves across the insurance landscape, according to attorneys for both
policyholders and insurers who spoke to Law360.

Scott Godes, co-chair of insurance recovery at Barnes & Thornburg LLP, said the Merck ruling is a
terrific decision for policyholders. Insurers have become increasingly aggressive in applying war
exclusions to cybercrimes, and this decision confirms that they cannot do so, he said.

The insurance industry has been actively finding ways to exclude evolving digital threats such as
cyberwars. Reinsurers including Munich Re said last year that cyberterrorism is not insurable, but
the risk is not addressed sufficiently in policy exclusions.

Ashleigh Lockhart, Munich Re's spokesperson for the Americas, told Law360 in October that Munich
Re has worked with industry groups to support specific cyberwar exclusions development.

Another observer, Michael S. Savett, a partner at Clark & Fox who represents insurers, said the Merck
ruling will further prompt carriers to revisit their policy wording to address and exclude today's cyber
risks.

"The London insurance market has drafted several new exclusions that expressly encompass
cyberwarfare as well as bystander attacks such as the one at issue in the Merck case," he said.

Andrea DeField of Hunton Andrews Kurth, who represent policyholders, said the Merck opinion sends
a clear message that insurers cannot "simply rely on an overbroad interpretation of a war exclusion
to preclude coverage for cyber incidents, which often involve ties to threat actors tangentially
affiliated with foreign adversaries."

The ruling "may provide comfort to those concerned about insurer attempts to raise war exclusions in
the context of cybercrime," said Peter Halprin, a partner at Pasich LLP. "As the court notes, the
insurers were well aware of malware and potential state involvement but chose not to revise policy
exclusions to encompass such scenarios."

Insurance and legal experts say they anticipate an increase in disputes surrounding the current
iteration of the war risk exclusion. The current war exclusions preclude coverage for attacks
sponsored by nation-states. However, it is very hard to pinpoint where an attack originated from
without any nation-state taking responsibility for it, experts say. A commercially motivated
cybercrime could also be state-influenced. Yet without showing a direct link, insurers may not be able
to deny coverage, they say.

The Merck ruling's reasoning dovetails with insurers' difficulty to attribute that malware attack to a
specific or an alleged nation-state, said Joshua Gold, a partner from Anderson Kill who also
represents policyholders.
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"Cyber criminals are crafty in cloaking their true identities, motives and hacking tools, almost always
using deception and misinformation in the process of an attack," he said.

Representatives for Merck and the insurers did not immediately respond to requests for comment
Friday. 

Merck is represented by Russell L. Hewit of Dughi Hewit & Domalewski PC and by William P. Skinner,
Anna P. Engh, Mark W. Mosier, Mark D. Herman, Timothy D. Greszler and Alexis N. Dyschkant of
Covington & Burling LLP.

The insurers are represented by attorneys with Finazzo Cossolini O'Leary Meola & Hager LLC, Crowell
& Moring LLP, Mound Cotton Wollan & Greengrass LLP, DLA Piper LLP, Zelle LLP, Steptoe & Johnson
LLP and Mendes & Mount LLP. 

The case is Merck Co. Inc. et al. v. ACE American Insurance Co. et al., case number UNN L 002682-
18, in the Union County Superior Court of New Jersey.

--Editing by Nick Petruncio.

All Content © 2003-2022, Portfolio Media, Inc.

https://www.law360.com/firms/dughi-hewit
https://www.law360.com/firms/covington-burling
https://www.law360.com/firms/finazzo-cossolini
https://www.law360.com/firms/crowell-moring
https://www.law360.com/firms/mound-cotton
https://www.law360.com/firms/dla-piper
https://www.law360.com/firms/zelle-llp
https://www.law360.com/firms/steptoe-johnson-llp
https://www.law360.com/firms/mendes-mount

